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.U The Shield — Cyber Security Training Program

Your Complete Journey from Foundations to Professional Threat Analysis

Program Overview

As cyber threats continue to evolve, cybersecurity professionals are in higher demand than
ever before.

Networkat proudly presents The Shield, a comprehensive, career-oriented training path
designed to take you from zero knowledge to advanced hands-on SIEM operations.

The program consists of three progressive tracks:

1. CompTIA Security+ — Build your foundational understanding of cybersecurity.

2. EC-Council Certified SOC Analyst (CSA) — Gain practical SOC experience and
threat detection skills.

3. SIEM Fundamentals: Mastering Splunk & ELK for Beginners — Learn real-world
SIEM operations using industry tools.

Why Choose The Shield by Networkat?

e Based on top international cybersecurity standards and frameworks.

e Covers all essential technical and managerial skills from beginner to advanced
levels.

e Hands-on training using real SIEM tools like Splunk and ELK Stack via Cyber
Defenders.



e Continuous technical and academic support.
e Direct access to instructors and recorded sessions.
e Certificates of completion for each track.

e Delivered exclusively by Networkat, a leader in professional tech training.

Track 1: CompTIA Security+
Duration: 20 Hours — Beginner Level
Core Topics:

e Security fundamentals and core protection principles.
e Common attacks, threats, and vulnerabilities.

e Device, application, and network security.

e |dentity, authentication, and access control.

e Encryption, certificates, and data integrity.

e Operational and legal compliance.

e Business continuity and disaster recovery.

* Ideal for beginners, forming the foundation for advanced tracks.

Track 2: EC-Council Certified SOC Analyst (CSA)
Duration: 30 Hours — Intermediate Level
Core Topics:

e Security Operations Center (SOC) structure and functions.

e Threat monitoring and log analysis.

e Working with SIEM tools (Splunk, OSSIM, ELK).



e Detecting and responding to incidents (I0OCs).
e Tuning correlation rules and optimizing alerts.

e Technical reporting and incident documentation.

* Best suited for Tier I-11 SOC Analysts and aspiring incident responders.

Track 3: SIEM Fundamentals — Mastering Splunk & ELK for Beginners

Duration: 32 Hours — Advanced Level
Practical Labs Platform: Cyber Defenders

Course Description:

This advanced track provides hands-on training in Security Information and Event
Management (SIEM) systems and their vital role within SOC environments.

Students gain direct experience using Splunk and ELK Stack (Elasticsearch, Logstash,
Kibana) through guided labs and real-world simulations on the Cyber Defenders platform.

Detailed Curriculum:

e Introduction to SIEM and Security Operations
o Understanding SIEM architecture and importance in cybersecurity.
o The CIA Triad and event lifecycle.
o Events vs. alerts vs. incidents.
o The role of log collection and normalization.
e Working with Splunk
o Splunk components (Search Head, Indexer, Forwarder).
o Data ingestion and indexing workflows.
o Searching and filtering with SPL (Search Processing Language).
o Querying event data for failed logins, suspicious activity, and web anomalies.
o Using stats, chart, and timechart commands for analysis and visualization.

o Creating dashboards and alert systems for continuous monitoring.



e Working with the ELK Stack
o Understanding ELK components: Elasticsearch, Logstash, Kibana, Beats.
o Navigating the Kibana interface (Discover, Visualize, Dashboard).
o Building visualizations (pie charts, line graphs, tables).
o Creating integrated dashboards to monitor threat sources and traffic origins.
e Practical Case Studies
o Detecting SQL Injection, XSS, and Directory Traversal attacks.
o ldentifying attacker IPs through log correlation.
o Analyzing PowerShell logs for suspicious activity.
o Tracking user behavior from login attempts to system access.
e Threat Hunting & Professional Development
o Introduction to proactive vs. reactive threat hunting.
o Forming hypotheses and investigating with SIEM tools.
o Full scenario simulation using Cyber Defenders labs.
o Review of Splunk and ELK best practices.

o Career guidance: SOC roles, skill paths, and next-step certifications (e.g.,
Splunk Core Certified User).

* This final track transforms learners into hands-on analysts capable of managing real
SIEM systems and investigating live threats.

Who Should Enroli

e Beginners starting a cybersecurity career.
e Tierl & Il SOC Analysts.

e Network or system engineers transitioning into security roles.



e |T professionals pursuing international certifications.

e Organizations training their technical teams in modern security operations.

Frequently Asked Questions

Do | need prior experience?
No — Security+ is beginner-friendly and serves as your entry point.

Will | receive certificates?
Yes, you'll receive completion certificates for each track and may apply for official exams.

Is the course practical?
Absolutely — CSA and SIEM tracks are fully hands-on.

Are sessions recorded?
Yes, and recordings are shared within 24 hours after each session.

Enroll Now

Start your cybersecurity journey with Networkat’s The Shield —
A complete learning path from foundations to advanced SIEM operations.
Learn, analyze, and protect — step into one of the world’s most in-demand tech careers.
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